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S1 UGM : Computer Graphics
S2 ITS : Image Watermarking and Steganography
S3 UGM : Digital Evidence Cabinets

• Koordinator Konsentrasi Forensika Digital, Magister 
Informatika FTI UII Yogyakarta

• Staff Pengajar S1 Informatika FTI UII
• Kepala Pusat Studi Forensika Digital (PUSFID) UII Yogyakarta
• Ketua Bidang Sertifikasi, Standarisasi dan Akreditasi, AFDI 

(Asosiasi Forensik Digital Indonesia)
• Chairman of HADFEX (Hacking and Digital Forensics Exposed)
• CHFI , Encase, Oxygen, Belkasoft, EnScript
• Hacker In The Box (2012), Hacker Halted (2012)



¡ Digital Lifestyle
¡ Cybercrime
¡ Cyberlaw dan UU
¡ Forensik Digital
¡ Bukti Digital
¡ Metodologi Forensik







https://datareportal.com/digital-in-indonesia







¡ Cyberspace is first and foremost an 
information environment. It is made up of 
digitized data that is created, stored, and, 
most importantly, shared.

¡ Today Cyberspace is a household name and 
has been recognised as the fifth domain of 
warfare.







In the networked society people, 
knowledge, devices, and 
information are networked for the 
growth of society, life and 
business.

A new techno-economic  system (society) 
where the key social structures and 
activities are organized around 
electronically processes information 
networks



http://itlaw.wikia.com/wiki/Cybercrime



¡ Crimes in which the computer or computer network is the 
target of the criminal activity. For example, hacking, malware 
and DoS attacks.

¡ Existing offences where the computer is a tool used to commit 
the crime. For example, child pornography, stalking, criminal 
copyright infringement and fraud.

¡ Crimes in which the use of the computer is an incidental aspect 
of the commission of the crime but may afford evidence of the 
crime. For example, addresses found in the computer of a 
murdesuspect, or phone records of conversations between 
offender and victim before a homicide. In such cases the 
computer is not significantly implicated in the commission of 
the offence, but ismore a repository for evidence

• computer crimes, 
• Computer facilitated crimes 
• computer-supported crimes



¡ UU NKRI Terkait : 
§ UU KUHP
§ UU 11 / 2008 : ITE
§ UU 44/2008 : Pornografi
§ UU 19/2002 : Hak Cipta
§ UU 15/2003 : Terorisme
§ UU 25/2003 : Pencucian Uang
§ UU 5/  1999  : Persaingan Usaha
§ UU 20/2001 : Tipikor



¡ Pasal 26 A 
§ Alat bukti yang sah dalam bentuk petunjuk sebagaimana

dimaksud dalam Pasal 188 ayat (2) Undang-undang Nomor 8 
Tahun 1981 tentang Hukum Acara Pidana, khusus untuk
tindak pidana korupsi juga dapat diperoleh dari : 
a. alat bukti lain yang berupa informasi yang diucapkan, dikirim, 

diterima, atau disimpan secara elektronik dengan alat optik atau
yang serupa dengan itu; dan 

b. dokumen, yakni setiap rekaman data atau informasi yang dapat
dilihat, dibaca, dan atau didengar yang dapat dikeluarkan dengan
atau tanpa bantuan suatu sarana, baik yang tertuang di atas kertas, 
benda fisik apapun selain kertas, maupun yang terekam secara
elektronik, yang berupa tulisan, suara, gambar, peta, rancangan, 
foto, huruf, tanda, angka, atau perforasi yang memiliki makna.



¡ Perbuatan: 
§ Menjanjikan sesuatu
§ Menerima hadiah
§ Gratifikasi
§ Dll

¡ Perbuatan yang dilarang yang dilakukan yang 
difasilitasi oleh adanya TI. 
§ Dokumen (audio, video, image, text) 
§ History, fakta dan data perbuatan







¡ "Digital forensics" was originally simply data recovery.
§ “retrieving information that was deleted by mistake or 

lost during a power surge or server crash”
§ Digital forensics developed as an independent field in the 

late 1990s and early 2000s when computer based crime 
started growing with the increasing usage of computers 
and more so, the Internet.

¡ Forensics à Scientific Methods.
§ “Digital Forensics is a branch of computer science that 

focuses on developing evidence pertaining to digital files for 
use in civil or criminal court proceedings”









Terminologi

Cybercrime

Forensik
Digital

Investigasi
Barang
Bukti

Bukti Elektronik

Bukti Digital

Temuan Bukti Digital

Objek
Analisa

UU ITE 2008 : Tidak menyebutkan terminologi bukti
digital, yang ada adalah : informasi elektronik –
dokumen elektronik – sistem elektronik



Terminologi

Bukti Elektronik Bukti Digital Temuan Bukti Digital

O
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e
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Akuisisi dan Imaging Searching - Eksplorasi dan Analisa

Capture, record, log

Multimedia File Audio, Image, Video, Analisa Orisinalitas, Fakta



Copyright CHFI ECCouncil



l Prove or disprove criminal activity

l Prove or disprove policy violation

l Prove or disprove malicious behavior to or by 
the computer/user

If the evidence is there, the case is yours to lose 
with very little effort.









Crime Scene Investigation Akuisisi dan Imaging

Eksplorasi dan AnalisisDokumentasi dan Presentasi





Objek Utama : 
Bukti Elektronik dan Bukti Digital

Aktivitas Utama : Searching

Pertanyaan Utama : 
What – Where – When – Who – Why 
and How
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